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Security Assessment Categories and Certifications:  Cisco CCIE, Palo Alto PCNSE, AWS-SA, F5 CSE, Fortinet 
NSE, Google GCP, Azure-SA, SilverPeak SPSX 
 

Category Service Item Service Description 

Risk and Compliance Risk Assessments 
Security risk assessments identify, assess, and implement 
key security controls.  It also focuses on preventing security 
defects and vulnerabilities. 

Managed Security Service Centralized Logging 

Machine generated logs are transmitted to a central location 
where software that is used for searching, monitoring, and 
analyzing machine generated data to look for security 
threats.  

Security Architecture Architecture, Solution Design 
Understanding and advising on solutions in regards to best 
practice security designs. 

Security Architecture Architecture, Assessments 
Evaluating and assessing the architecture and design of an 
existing solution to determine if it is up to our organization's 
security standards. 

Security Architecture IT Security 
Reviewing the design and architecture of IT system security 
to provide guidance on how to secure endpoints, network, 
and what to log. 

Security Architecture VPN (Virtual Private Network) 

VPN service allows employees and third parties to connect 
to the corporate network from anywhere.  This provides a 
secure connection to corporate resources when on the road 
or to provide specific access tailored for third parties.  

Security Architecture Web Security, Firewalls 
Firewalls are used to secure networks and ensure 
compliance with the organization's cyber security policies.  
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Security Architecture Web Security, Off-Prem Filtering 
The web filtering function off premises is used to block 
malicious content that may come through the web onto a 
user's endpoint device.  

Security Architecture Encryption, Full Disk Encryption 
All files are automatically encrypted and the data is 
protected in the event that the computer is lost or stolen.  

Security Architecture 
AntiVirus and AntiMalware for 
Windows 

Malware is the most common external threat to most 
systems, causing widespread damage and disruption.  

 

 


